Virtual Private Network

Note, the Fortinet VPN service has been updated to improve the authentication
process. As a result, all VPN users are required to use the 'FortiClient VPN (only)
version 7' software as detailed in the instructions on this page for all devices.

There are also an individual pages per device type (click the icon to open the
page):

The updated authentication process enables Single Sign-On (SSO). SSO is the
standard Microsoft 365 sign-in as currently used for all Microsoft services and you will
be asked to enter your university email address and password and authenticate with
MFA as usual.

Welcome to VPN guidance

What is VPN? - Virtual Private Network (VPN) is a service which allows users who are
connected to the internet to access University-restricted web resources and other
services off campus.

To increase the security of remote access services, Multi-Factor Authentication is a
requirement during the connection process. VPN is only required when you cannot
access a service off campus and a connection to the VPN should only be made during
the time you need. A VPN connection shouldn't be left running if not needed as this
could impact the performance for other users.

There are no restrictions in place for the number of concurrent connections a user may
have - please respect the time and use of VPN connections.

To ensure the university bandwidth is not overloaded, please ensure you only use the
VPN for work activity.

Please note, we no longer support third-party or lightweight VPN clients due to the
changes with authentication.
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Before you start

RTINET.

To use the VPN service, you must first take note and action the following steps:

Step 1 - Registering to use Multi-Factor Authentication (MFA)

The VPN service requires Multi-Factor Authentication for security and to approve the
connection to the University network.

To use the VPN, you will first need to set up a smartphone or iPad/tablet to work
with multi-factor authentication (MFA).

Step 2 - Request access to the Fortinet VPN service

If you have not used the university VPN before and you are not a permanent member
of staff, you will need to request access to the Fortinet VPN via the IT Service Desk.

Please note that access has been granted to all permanent university staff.

Installing FortiClient VPN

Download and install the FortiClient software from our remote.nottingham.ac.uk site, or,
if you use a university-managed device then install using Company Portal (Windows) or
Jamf (macOS). Please note, we no longer support alternative lightweight and built-in
VPN software.

Step 3 - Install FortiClient VPN

University-managed devices

Please note: If you use a university-managed Windows or macOS device, you should
install the FortiClient VPN software via Company Portal (Windows) or Jamf Self

Service (macOS) - click the relevant tab below.

If you use a non-managed device, follow the steps below on the first tab.


https://www.nottingham.ac.uk/dts/help/it-service-desk/it-service-desk.aspx

Select the tab below for your type of device:
Renew your license to continue

Your evaluation license has expired. Contact your administrator to renew your
Composition license.

Unsupported operating systems

For all unsupported operating systems, please use the "Quick Connection" web link
at https://remote.nottingham.ac.uk to access a SSL VPN connection.

Setting up VPN

Once FortiClient is installed, follow the steps below for your operating system to set up
and connect to the university VPN.

Step 4 - Configure FortiClient VPN
Note

Before following these instructions, you will need to have downloaded the appropriate
Fortinet VPN client as detailed in Step 3 and have set-up Multi-Factor Authentication.

Follow the steps for your operating system to set-up FortiClient VPN:

Windows
Click here to view instructions...

If you use a university-managed Windows device, the VPN configuration may have
already been installed.

Windows

1. Open the FortiClient VPN software on your computer

2. Set up the SSL-VPN connection:
1. To configure a new VPN connection please click on the Configure VPN
link, as shown below:


https://remote.nottingham.ac.uk/

2. In version 7 of the FortiClient, click on the icon with three horizontal lines
next to VPN Name and click Add a new connection, as shown below:

VPN Name UoN Fortinet SSLVPMN V|

Add 2 new connection
Username _ _

Edit the selected connection
Password

Delete the selected connection

3. Select the SSL-VPN tab



@ FortiClient - X
File Help

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

[ ssom | )
Connection Name [UoN SAML 550 VPN |
Description ‘AD Azure SAML SSL VPN |
Remote Gateway ‘remute nottingham.ac.uk | ®

+Add Remote Gateway

D Customize port

Enable Single Sign On (SS0) for VPN Tunnel
D Use external browser as user-agent for saml user authentication

I:‘ Enable auto-login with Azure Active Directory

Cancel Save

Enter the configuration settings as listed below:
Configuration settings for SSL-VPN:

= Connection Name: UoN SAML SSO VPN

= Description: AD Azure SAML SSL VPN

= Remote Gateway: remote.nottingham.ac.uk

= Port: 443

= Tick the box: Enable Single Sign On (SSO) for VPN Tunnel
Click Save

You will now have the SAML Login button for connecting to the VPN:


http://remote.nottingham.ac.uk/

VPN Name UoN SAML 550 VPN b

SAML Login

3. Connecting
4. Connect to the Fortinet VPN by clicking the button SAML Login.

'@ Sign in to your account (96) - =] X

Unévarsity of
Nottingham

Sign in

ISOTT‘&G ne@exam ple.com

Can't access your account?

Q Sign-in options

Termsof use  Privacy & cookies - - -

A pop up window will appear asking you to Sign in to your university Microsoft
365 account, enter your full university email address and click Next.

Then enter your password and click Sign in.



Top tip

Be prepared to approve the connection by having your authentication device
ready before you sign in.

5. Click Signin

6. Now, approve the connection from your mobile device that is set up with MFA.
You will then be connected and a pop-up message should appear confirming that
you are now connected to the VPN service.

Note: Please only use the VPN during the time when you need to access
university web resources or systems that are not available off campus.

macOS
Open the VPN app

Start the FortiClient application and check the version by clicking the i button in the top
right corner. Version must be 7.0.7 or higher:

Upgrade to the full version i d support.

@ FortiClient VPN

This is a free version of FortiClient VPN software which supports limited features and does not include technical support.
Upgrade to the full version to access additional features and receive technical support.

Copyright © 2003-2023 Fortinet Inc

The OpenSSL library is copyrighted by Copyright 1998-2018 The OpenSSL Project.
All rights reserv

e ——————————————————————————

Setting up the VPN connection

Create a new VPN connection, select the SSL-VPN tab, and enter the following
information:



Connection name: UoN SAML SSO VPN

Description: AD Azure SAML SSL VPN

Remote Gateway: remote.nottingham.ac.uk

Tick: "Enable Single Sign On (SSO) for VPN Tunnel"

Upgrade to the full version to access additional features and receive technical support.

Edit VPN Connection

\ )

ction Name |UoN SAML SSO VPN |
|AD Azure SAML SSL VPN Testing |

Remote Gateway |remote.nottingham.ac.uk | =
’: Customize port |443
Enable Single Sign On (SSO) for VPN Tunnel

[] use external browser as user-agent for saml user authentication

T T

e —————

Save this connection.

To connect, click SAML Login.


http://remote.nottingham.ac.uk/

l UoN SAML SSO VPN vl =

| Auto Connect [ | Always Up

SAML Login

You will then be prompted for Microsoft 365 credentials (use your full university email
address).

e.g. firsthame.lastname 1@nottingham.ac.uk

FortiClient (63)

University of
Mottingham

Sign in

FULL.EMAIL@nottingham.ac.uk

Can't access your account?

MNext

@15 Sign-in options



mailto:firstname.lastname1@nottingham.ac.uk

Click Next and then enter your university password to Sign in. You will be prompted to
approve the connection using MFA.

To disconnect from the VPN when finished, click Disconnect.



iOS (iPhone, iPad)
1. Download the FortiClient VPN app from your App Store.

<« Settings ' o 06:42 7 9 =m)

< VPN Add/Edit VPN Save
ACCOUNT INFO
Name UoN SAML SSO VPN
Host https://remote.nottingham.ac.uk
° Add remote gateway

Port 443

SSO C @

FortiClient VPN

2. Once downloaded, open the app and press | accept the Privacy Policy.
3. You will be asked to 'Add VPN Configurations', press Allow.



. Press Select Connection and then press Add Configuration... to start adding a
connection.

. Enter the configuration settings as listed below:
Configuration settings:

Name: UoN SAML SSO VPN
Host: remote.nottingham.ac.uk
Port: 443

SSO0: enable the slider for SSO

coow

. Press Save once done and press < VPN to return to the main screen.

Connecting

. To connect, press the slider next to VPN.

Connections UoN SAML SSO VPN

VPN

Status


http://remote.nottingham.ac.uk/

8. You will be directed to the Microsoft 365 Sign in page, enter your full university
email address.

a3

9

06:47 < @ @m)

Cancel
University of
Nottingham
Sign in

firstname.last@nottingham.ac.uk

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies



9. Now enter your university password.
w 3% 06:47 7 9 @m)

Cancel

University of
Nottingham
UK | CHINA | MALAYSIA

<« @nottingham.ac....

Enter password

Forgotten my password

Top tip

Be prepared to approve the connection by having your Authenticator device
ready.

10.Press Sign in.

11.Now approve the connection from your mobile device that is set up with MFA.

You will then be connected to the VPN service.

Note: Please only use the VPN during the time when you need to access
university web resources or systems that are not available off campus.

Android
Click here to view instructions...

Note, you can click the images below to enlarge.



Android

1. Download the FortiClient VPN app from your Google Play Store.

O = 0 100% M 07:15

< Q
@ FortiClient VPN
Fortinet

43% 500K+ El
8K reviews Downloads PEGI3 @

Open the FortiClient VPN app and select New VPN (if visible).
You can deny access to files on your device.
Click New VPN, which will take you to the screen below
Input the VPN Name UoN SAML SSO VPN and select SSL VPN as the VPN
type. Click Create
EEMGEMHHE @ i0n = 4 94% W 05:38

abrwN

@ FortiClient VPN

Add VPN

UoN SAML SSO VPN

® SSL VPN
IPsec VPN

6. You will then see this screen



EEMEGEMHE M ¢ i0r = 4 94% W 05:38

(&) FortiClient VPN

SSL VPN settings

Tunnel name

Port
443

Servers
Remote gateway address

Username
SSL username

Certificate
X.509 certificate in PKCS12 format

Single Sign On
Disabled

7. Click Servers. This will ask for a remote gateway address. Enter
remote.nottingham.ac.uk and click ok, and then ok again

8. Click Single Sign On. Click the Enabled option
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(@) Forticlient vPN =

SSL VPN settings

Tunnel name

Port
443

Servers
remote.nottingham.ac.uk

Single Sign On
Enabled

Delete VPN

Delete this VPN tunnel profile
Lose all these settings and remove it from
the list of VPN tunnels

9. Press the menu icon (the three lines in the top right corner of the screen)

10. Press VPN and choose the UoN SAML SSO VPN
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@ FortiClient VPN —

UoN SAML SSO V..



11. You will then see the screen below. Click Connect
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@ FortiClient VPN

. @

UoN SAML SSO VPN
{:} Settings

12. You will be prompted for your Microsoft 365 credentials, enter your full
university email address and click Next
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Login

ﬂ —
Nottingham
Sign in

firstname.last@nottingham.ac.uk

Can't access your account?

CANCEL

13. Now enter your university password and click Sign in

14. Finally, you will be asked to approve the connection from your mobile device
that is set up with MFA (Microsoft Authenticator), or by entering a code when
prompted. Once approved, you will then be connected to the UoN VPN service.

Top tip

Be prepared to approve the connection by having the Microsoft Authenticator app open
and ready on your mobile device before you press Sign in.

Note: Please only use the VPN during the time when you need to access
University web resources or systems that are not available off campus.

Linux
Click here to view instructions...

Setting up and connecting

Open FortiClient GUI.



Q fortil )

FortiClient

Check the version by clicking the i button in top right corner. Must be 7.0.7 or higher.

FortiClient — Zero Trust Fabric Agent - %

@ FortiClient VPN
# O 0 &

Upgrade to the full version to access additional features and receive technical support.

@ FortiClient VPN

This is a free version of FortiClient VPN software which supports limited features and does not include technical support
Upgrade to the full version to access additional features and receive technical support.

Copyright Information

OpenSSL
The OpensSL library is copyrighted by Copyright 1998-2018 The OpenSSL Project.

tpm2-pkesll

Redistribution and use_in sanrce and hinaru farms with ar without

Copyright © 2003-2023 Fortinet Inc
All rights reserved

Create a new VPN connection from the home page (House icon).
Select the SSL-VPN tab, and enter the following information:

Connection name: UoN SAML SSO VPN

Description: AD Azure SAML SSL VPN

Remote Gateway: remote.nottingham.ac.uk

Tick "Enable Single Sign On (SSO) for VPN Tunnel"



http://remote.nottingham.ac.uk/

FortiClient — Zero Trust Fabric Agent

@ FortiClient VPN
# & 0 &

bures and

Upprade o the ol s
Edit VPN Connection
VPN
UoN SAML S50 VPN
AD Azure SAML SSL VPN ]

Connection Name

Description

Remote Gateway remote. nottingham ac. uk

[ customizeport 443
Enable Single Sign On (5501 for VPN Tunnel
] Use external browser as user-agent for sami user authentication

Cancel Save

Save this connection.

To connect, click SAML Login.

FortiClient — Zero Trust Fabric Agent - X
@ FortiClient VPN
# O 0 &

Upgrade to the full version to access additional features and receive technical support.

VPN Name UoN SAML 550 VPN v

SAML Login

You will then be prompted for Microsoft 365 credentials (use your full university email
address). e.g. firstname.lasthame1@nottingham.ac.uk



@ Sign in to your account (96) - o X

Sign in

Isomecne@e.xavm:we com

Can't access your account?

C& Sign-in options

Termsofuse  Privacy & cookies -+

Click Next and then enter your university password to Sign in. You will be prompted to
approve the connection using MFA.

To disconnect from the VPN when finished, click Disconnect.

FortiClient — Zero Trust Fabric Agent - X

@ FortiClient VPN
# & 0 a

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

VPN Name UoN SAML 550 VPN
IP Address 10.159.224.55
Duration 00:01:07
Bytes Received 1.98 MB
Bytes Sent 111.34 KB

Disconnect

Using the University VPN service

Below are some additional guidance and questions about the VPN service.



Using the Web VPN

Using the web Quick Connection via remote.nottingham.ac.uk
Click here to view guide...

The Web VPN allows you to connect to University services without installation and
configuration of a VPN client.

1.

Visit https://remote.nottingham.ac.uk in any web browser (other than Internet
Explorer).

You will be automatically be directed to the Microsoft 365 Sign in page - enter
your University email address and password to sign in as usual.

Approve the connection from your mobile device that is set up with MFA
(Microsoft Authenticator), or enter the code when prompted.

The main web page has three links pre-installed.
Bookmarks

@ @90

Using the VPN service Guides for working remotely Woarkspace

1. Guide to using the VPN service
2. Guides for working remotely

3. Workspace

You can also create your own bookmarks, or launch a quick connection to a
website (HTTP/HTTPS), SSH server, Remote Desktop etc. These connections
will appear to come from the VPN itself, so are considered to be equivalent to
being on campus.

In this way you can access University resources that are campus-only. Simply
enter the web link into the URL box and click Launch.



https://remote.nottingham.ac.uk/
https://workspace.nottingham.ac.uk/pages/viewpage.action?spaceKey=ISSKB&title=Virtual+Private+Network
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< Quick Connection

* Wfﬁl & >

RDP SSH
SMB/CIFS VNC Telnet
Citrix Port Forward
Ping

URL
550 Credentials (B

Please note, for the HTTP/HTTPS option, when entering a long website link in the URL
box and clicking Launch, the page may not display due to a known limitation of URL
length - an incomplete URL is passed through the connection.

If you are attempting to preview a CMS page with a long URL, please either add the
missing characters to the URL or, for a much better experience use:

« the FortiClient VPN software as detailed on this page or
o the Virtual Desktop service.

Frequently Asked Questions

FAQs
When should | use the VPN service?

You should only use the VPN service when you cannot access University systems or
web resources that are only available on campus.

A connection to the VPN should only be made during the time you need, remember to
disconnect when you are not using it.

To ensure the University bandwidth is not overloaded, please ensure you only use the
VPN for work activity. You should disconnect the VPN if you stream non-work related
activity, such as YouTube, video streaming etc.

If you have an on campus Desktop PC that is connected to the university network, you
will first need to connect to the VPN when off campus to access your Desktop PC.

| have requested access to the VPN but not heard from the IT Service Desk - what
should | do?

Please note that VPN connections are limited. All staff can use this service without need
to make a request. For all other users, approval of VPN requests will be prioritised
according to criticality.


https://www.nottingham.ac.uk/dts/communications/remote-working/virtual-desktop.aspx
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| don't use a Windows operating system, what should | do?

FortiClient VPN is available on many operating systems - follow the instructions in Step
3 and 4.

We no longer support any VPN software (including lightweight or built-in clients on your
computer) other than the official FortiClient VPN application.

| don't have admin access on my University computer to install FortiClient, what should |
do?

FortiClient VPN can be installed on a university managed computer without admin
access via the Company Portal app (Windows) or Jamf (macQOS).

Alternatively:

o FortiClient VPN can be installed on your home personal computer.
e There is also the Web VPN option as shown earlier on this page.

How is SSO more secure?

SSO authenticates a user based on who they are, opposed to which network they are
on.

This ‘identify-based’ access model means only authorised users will be able to access
the VPN service, enhancing the university’s cyber security infrastructure.
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