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1 Introductory Purpose & Background

The Payment Card Industry Data Security Standard (PCI-DSS) is a set of global security
standards set by the PCI Security Standards Council that organisations must follow to
protect sensitive payment card information from theft and fraud.

As the University processes and transmits payment card data, we are required to comply
with PCI-DSS to protect our students, staff, and customers' payment card information. The
University takes its responsibility to protect payment card information seriously. This policy
outlines the steps we are taking to comply with PCI-DSS requirements and protect our
students, staff, and customers' payment card information.

2 Scope

This policy applies to all faculties, schools, departments, systems, and individuals or third
parties involved in processing and transmitting payment card for the University of
Nottingham UK.

3 Definitions

Payment Card Industry Data Security Standard (PCI-DSS) - The global set of security
standards established by the PCI Security Standards Council that organisations must follow
to protect payment card data.

Cardholder Data - Any data related to a payment card, including account number, expiration
date, CVV code, etc.

Encryption - Encoding data to prevent unauthorised access during transmission and storage.
E-Commerce - Online business activities such as sales through websites and mobile apps.
Firewalls - Network security systems that control incoming and outgoing network traffic.

Multi-Factor Authentication - Authentication method that requires two or more verification
factors, like a password and a one-time code.



PCI Compliance Assessment - Annual audit to verify compliance with PCI-DSS
requirements.

Data Breach - Security incident involving unauthorised access to sensitive cardholder data.

Business Units - Schools, departments, and other units of the university that process
payment card transactions.

Heads of Schools and Heads of Professional Services - Leadership roles such as deans,
directors, department heads.

Chief Financial Officer (CFO) - Senior executive responsible for the university's finances.

Chief Information Security Officer (CISO) - Senior executive responsible for the university's
information security.

Finance Department - Department responsible for managing PCI compliance.

Individuals and third parties are:
e Customer-facing staff accepting card payments either face to face, by phone and/or by
mail.
e Staff maintaining systems connected to or involved with card payments processing.
e Payment service providers (PsPs).
e Payment Card acquirers.

Payment card acquirers - are banks or financial institutions that process payment card
transactions on behalf of a merchant and pay the merchant the funds obtained from card
transactions.

Payment Service Providers - are third parties who process, store and/or transmit card
payment data for the merchant through to Payment Card acquirers, including service
providers who host websites which redirect to a secure payment page.

4 Policy

Key roles, responsibilities and/or requirements
4.1 Key Principles

All Business units wishing to receive payments via payment cards must engage with the
Finance Department to seek authority to proceed, and to ensure compliance with this policy.

4.2 Responsibilities
The Chief Financial Officer (CFO) is accountable for compliance with the Payment Card

Industry Data Security Standard (PCI-DSS) within the University, and the management of
risks related to non-compliance.



The Chief Digital Officer (CDO) is responsible for ensuring that Digital Technology
Services (DTS) provide and maintain the necessary technology and appropriate security
measures to allow compliance with PCI DSS.

The Chief Information Security Officer (CISO) is responsible for the management of risks
related to the protection of payment card data and associated cyber threats.

Faculty Pro-Vice Chancellors, Directors of Professional Service Departments are
responsible for ensuring that their staff required to take payment via cards have received the
necessary training as set out within the Standard Operating Procedure supporting this policy.

The Finance Department is responsible for managing PCI DSS compliance across the
University and may remove any payment card processing activity causing unacceptable
risk.

Finance is responsible for establishing a PCI framework of standards and procedures to
ensure ongoing compliance with the contractual requirements from our partner acquiring
banks. The Finance Department is responsible for ensuring regular checks of business units
are conducted to ensure compliance with the universities PCI framework.

4.3.1 Data Security

i) Cardholder data should only be processed and transmitted if it is necessary for the
university's business purposes.

i) All payment card information should be protected with industry-standard encryption
during transmission.

iii) Card data must never be stored on university systems, either digitally or on paper.

4.3.2 E-commerce

Business units intending to engage in ecommerce activities either through websites,
applications or other software must seek approval from the Finance Department prior to
proceeding.

All payment solutions must either be:
i) provided by a third-party vendor whose solution appears on the list of validated
applications published by PCI council.
ii) or developed in line with university website development policy and comply with the
current PCI Secure Software Standard and will be subject to regular compliance
scans.

4.3.3 Network Security

The university's network must be protected with a firewall and other security measures to
prevent unauthorised access.

e Access to the network must be restricted to authorised personnel only.

e All wireless networks must be secured with encryption and have a strong password.

e Remote access to the university's network must be protected with multi-factor
authentication.



4.3.4 Physical Security

Payment card information should be processed and transmitted in a secure location that is
accessible only to authorised personnel.

Access to areas where payment card information is processed and transmitted should be
restricted to authorised personnel only.

4.4 Compliance

i) The university must conduct an annual PCI-DSS compliance assessment.

i) The university must comply with all PCI-DSS requirements and take appropriate
steps to remediate any issues identified during the assessment.

ii) The university must maintain appropriate documentation to demonstrate
compliance.

Incident Response
i) The university must have a documented incident response plan that outlines the
steps to be taken in the event of a data breach or other security incident. The
plan must be visible to the CISO and the Finance Department.
i) All incidents must be reported to the appropriate personnel immediately.
iii) The university must work with the appropriate authorities to investigate the
incident and take appropriate steps to remediate any damage caused.

4. Training and Awareness
i) All personnel involved in the processing and transmission of payment card
information must receive appropriate training and awareness.
ii) All personnel must be aware of the university's PCI-DSS policy and their
responsibilities under this policy.
iii) The university must conduct regular training and awareness sessions to ensure
all personnel are up to date with the latest security best practices.

Failure to comply with this policy could result in the removal of the terminal/ payment option
for the non-compliant area and disciplinary action, up to and including termination of
employment.

Failure to comply with the standards, or a breach of payment card data would result in
significant reputational damage for the University as the PCI Security Standards Council and
the UK Information Commissioner may apply financial sanctions.

Non-compliance could also result in the removal of the University’s ability to receive card
payments.

4.5 How compliance with the policy will be measured.

Adherence to policy will be measured by random audits of terminals and training by the
Finance Department on Business Units taking card payments.

4.6 Provisions for monitoring and reporting related to the policy.
Audit results and any issues identified will be discussed by the University's PCl Governance

group and any potential breaches will be investigated and escalated to the Assurance
Committee.


https://uniofnottm.sharepoint.com/sites/InformationSecurityandCompliance/SitePages/Reporting-a-Data-Breach.aspx

Review

This policy is reviewed and updated annually.
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Related policies, procedures, standards, and guidance

The University of Nottingham (the “University”) is committed to upholding the highest
standards of integrity, transparency, and ethical conduct across all its academic, research,
and professional services functions.

The University recognises its responsibility to prevent and respond to financial misconduct,
including fraud, bribery, and money laundering. The University will observe the provisions
and legal obligations under relevant legislation, including, but not limited to:

The Fraud Act 2006

The Proceeds of Crime Act 2002

The Terrorism Act 2000

Money Laundering, Terrorist Financing and Transfer of Funds (Information on the
Payer) Regulations 2017

The UK Bribery Act 2010

Economic Crime and Corporate Transparency Act 2023 (ECCTA)

The associated suite of policies is designed to ensure compliance with legal and regulatory
requirements and promote a culture of ethical behaviour and accountability.

Anti-Bribery Policy

Anti-Money Laundering Policy

Fraud Policy

Whistleblowing (Public Interest Disclosure) Code

Information Security Policy

Data Protection Policy

Data Handling Policy

Personal Data Breach Procedure



https://www.nottingham.ac.uk/Governance/Documents/Information-Security-Policy.pdf
https://www.nottingham.ac.uk/Governance/Documents/Information-Security-Policy.pdf
https://www.nottingham.ac.uk/governance/records-and-information-management/data-protection/data-protection-policy.aspx
https://uniofnottm.sharepoint.com/sites/InformationSecurityandCompliance/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FInformationSecurityandCompliance%2FShared%20Documents%2FUniversity%20Data%20Handling%20Policy%201%2E0%20%282%29%2Epdf&parent=%2Fsites%2FInformationSecurityandCompliance%2FShared%20Documents
https://www.nottingham.ac.uk/governance/documents/personal-data-breach-procedure-nov2021.pdf

