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Microsoft 365 Defender Quarantine

Contents

ACCESSING QUANANTINEA MESSAGES ..vvuuiiieeeiieeiiii it e e e e e ettt iea e e e e e e e e e ettt aa e s e eeeeeaasttaaaaaeaeeeennnes 1
Release quarantined EM@L.......... ... uuuieiiiiiiiiii bbb 3
Request the release of quarantined email ................iiiiiiii e 3
Delete email fromM QUAIANTINE. ... ... .uuuuuiiiiiiiieiiieieeiiiieeieee bbb beebebeeesnsennnnnnnes 3
Block email senders from qUArantiNe............ccoiieeiiiiiiiiiiiii e e 4
Y 1 F= =0 Y o] 0T D= T 4
[ [T o BT U T o] o Lo i PP 4

This user guide provides the steps to using Microsoft 365 Defender to manage and release
guarantined messages.

Further details of the general quarantine process can be found on the Microsoft website.

Accessing quarantined messages

To view your messages quarantined by Microsoft 365 Defender, please navigate to:
https://security.microsoft.com/quarantine.

Alternatively, you can open the 365 Defender portal by navigating to:
https://security.microsoft.com and then navigate to ‘Email & collaboration’ -> ‘Review’ ->

‘Quarantine’.

Review

This will then display all your quarantined emails.
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i Microsoft 365 Defender

Quarantine

Once you find a quarantined message, click on it either by checking the box next to the
message or clicking anywhere in the row (excluding the checkbox) to view details and
take action.

In the flyout details window that opens, you will find the following information:

M
e
Test spam 3
~" Release emai El View message headers
Quarantine details ~
Received Expires
5Jul 2023 1211403 4 Aug 2023 1211403
Subject Quarantine reason
Test spam 3 Spam
Policy type Recipient count
Anti-spam policy 1
Recipients
i
Email details a
Sender address Time received
. 5 Jul 2023 12:14:03
Network Message 1D Recipients
9f18577e-9258d-41e2-19ff- . =
08db7d48f10¢c

From here you are able to see the actions available to you by clicking on the 3 dots icon
as shown below:

Test spam 3

Release email  [5] View message headers

1 Preview message
Quarantine details ~
1] Delete from guarantine

Received Expires B Block sender
5 Jul 2023 12:14:03 4 Aug 2023 120wy
Subject Quarantine reason

Using Microsoft 365 Quarantine 2023/2024 Page 2 of 4




Release quarantined emalil

If you are unsure about any of the emails in your quarantine it is advised that you preview
the message before deciding to release by selecting ‘Preview message’.

If you still have any doubt on the legitimacy of the email it is advised that you do not
release it.

1. Select the message and choose one of the following methods to release it:

a. On the Email tab: check the checkbox to the left of the email and select
‘Release’.

b. In the details flyout: Select ‘Release email’.

2. Inthe ‘Release message to your Inbox’ flyout, select ‘Report message as having no
threats’ if appropriate.

3. Click ‘Release message’ to deliver it to your Inbox.

4. Inthe ‘Messages released to your Inbox’ flyout, select ‘Done’.

Request the release of quarantined email

1. Select the message and choose one of the following methods to request its release:

a. On the Email tab: check the checkbox to the left of the email and select
‘Request release’.

b. In the details flyout: Select 3 dots and select ‘Request release’.
2. Inthe ‘Request release’ flyout, review the information and select ‘Request release’.
3. Inthe ‘Release requested’ flyout, select ‘Done’.

On The main quarantine page, the release status will change to ‘Release requested’.
An admin will review your request and approve it or deny it.

Delete email from quarantine

When you delete an email message from quarantine, the message is removed and isn't
sent to the original recipient(s).

1. After you select the message, use either of the following methods to remove it:

a. On the Email tab: check the checkbox to the left of the email and select
‘Delete messages’.

b. In the details flyout of the selected message: Select the 3 dots and select
‘Delete from quarantine’.
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2. Inthe Delete (n) messages from quarantine flyout that opens, use one of the
following methods to delete the message:

a. Select Permanently delete the message from quarantine and then select
Delete: The message is permanently deleted and isn't recoverable.

b. Select Delete only: The message is deleted but is potentially recoverable.
After you select Delete on the Delete (n) messages from quarantine flyout,
you return to the Email tab where the message is no longer listed.
It should also be noted that if you do not release or remove a message, it is automatically

deleted from quarantine after the date shown in the Expires column (30 days from when
the email was quarantined).

Block email senders from quarantine

The Block senders action adds the message sender to the Blocked Senders list in your
mailbox.

1. After you select the message, use either of the following methods to add the
message sender to the Blocked Senders list in your mailbox:

a. On the Email tab: Select the 3 dots and then ‘Block sender’.

b. In the details flyout of the selected message: Select the 3 dots and then ‘Block
sender’.

2. Inthe Block sender flyout that opens, review the information about the sender, and
then select Block.

Shared Mailboxes

Shared mailboxes where the user has Full Access and Send As or Send on Behalf
permissions to the mailbox can release emails from the quarantine page by selecting
Filter to filter the results by Recipient address (the email address of the shared mailbox).

Help and support

Please contact the IT Service Desk on 0115 95 16677, or log a support call online at:
https://www.nottingham.ac.uk/go/selfservice

You can also visit a Smart Bar on campus, visit here for times and locations:
https://www.nottingham.ac.uk/go/smartbar
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