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Digital and Technology Services 

Setting Up WinAuth on a Windows Device 

 

WinAuth is a portable, open-source Authenticator for Windows. You can use WinAuth for 

authentication to the Virtual Desktop and VPN service. Please note that WinAuth does not work 

with Remote Desktop Gateway (i.e. to a PC on-campus). 

 

Step 1 - Install and open WinAuth app 

 

Download and install the app from GitHub: https://winauth.github.io/winauth/index.html 

Remember it is a portable app, so make sure you save the app in a safe place. 

 

When opening the app for the first time, it displays a prompt to add a new authenticator. 

 

 

 

Click 'Add' 

 

https://winauth.github.io/winauth/index.html
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From the drop-down list, select 'Microsoft' 

 

 

Step 2 - Configure Multi-Factor Authentication 

 

Visit the MFA configuration page here. Log in using your University email address and password. 

This will take you directly to the 'Additional security verification' webpage. 

 

 

 

If you haven't set up MFA previously, you be prompted to enter additional information. 

 

Click on 'Next' 

 

https://aka.ms/mfasetup
https://aka.ms/mfasetup
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You will be asked 'How should we contact you?' Select 'Mobile App' from the drop down menu, 

and check the option for 'Use verification code' 

 

 

 

Click on the 'Set up' button. The Configure mobile app screen will appear. 

 

Now click the 'Configure App without notifications' link (next to the QR Code) 
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Copy the Secret Key (aaaa bbbb cccc dddd) under the QR code. 

 

 

 

In the WinAuth app, paste or enter the Secret Key here:  
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Click 'Verify Authenticator'.  A six-digit code will appear under step 9. on the app: 

 

 

 

 

Back on the on the Configure mobile app screen, click 'Next'  

 



 

 

 24 September 2025        6 

 

 

 

 

Now click 'Verify now' 

 

 

 

Next enter the six-digit code shown on the WinAuth app into the Verifying app screen and click 

'Verify' 

 

 

 

Once verified, click 'OK' on the WinAuth app. 

 

Lastly, enter an app password to secure the app on your computer:  
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Once finished, click 'OK'. You will now see codes in the app that can be used for code verification 

with Microsoft services. 

 

Now Sign out of the Additional security verification screen by clicking on the email address in the 

top right-hand corner. 

 

 

 


